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Anti-Spam Filter with Grey Listing 
Technology
The Protector comes with the unique Anti-
Spam Grey Listing technology. The first time 
it receives an email, it blocks the sender for 
10 minutes. Most systems that are sending 
spam are compromised Windows computers 
that just send the spam mails one time or 
retry within 5 minutes when real mail servers 
continue to resend the mails.
When a valid mail server is resending the 
mail, the Grey Listing will then whitelist it 
and trust the sender. In this way, 75-85% of 
all spam is blocked before even entering the 
network.
The remaining 15-25% spam that comes into 
the network is then scanned by the state of 
the art anti spam engine.

Full POP3 and SMTP Support
The Protector has full POP3 and SMTP support 
for scanning mails on both protocols.
So even though the customer is running the 
POP3 Protocol, all their mails are still scanned 
for spam, viruses and dangerous content.

Outlook like POP3 Webmail
Manage all your POP3 mails via a Outlook-
look and feel 
secure webmail interface.

Phishing Protection
The Anti-Phishing feature protects user from 
all sorts of phishing mails.
Attackers use phishing mail to trick users to 
go to a fake site that looks like the legitimate 
site of, for example, a bank. By this the user 
can be tricked to giving up sensitive informa-
tion such as bank credentials.

Blocks Image Spam, PDF Spam, Stock 
Spam.
Protector Anti-Spam identifies and blocks 
Image, PDF Spam, and Stock spam mails even 
though they are made to trick spam filters 
with unclear text in them.

Multiple Anti-Virus Vendors Supported
This includes BitDefender, Kaspersky, Norman 
and open source ClamAV.

Blocks/Disarms Dangerous Content in 
E-Mails
The Protector blocks or disarms dangerous 
content such as Form Tags, IFrame Tags, Ob-
ject Codebase Tags, Script Tags and WebBugs. 
These can be exploited if they carry danger-
ous code in them. Individual User Accounts 
and Logins. All users can login individually 
and maintain their own spam quarantine 
account. Furthermore, they can set their own 
individually chosen spam level and manage 
their own white/blacklist.

Anti-Spam Filter with Grey Listing Technology
Anti-Virus Filter with Multiple Vendors Supported
The Anti-Spam Filter with Grey Listing is a unique technology to eliminate spam before it 
enters the network. For the highest security there are as default multiple Anti Virus vendors 
scanning the email traffic for viruses.
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Features

Anti-Spam
	 √	Latest customized SpamAssasin engine	  
	 √	Individual user login and customization
	 √	Message Content Protection (MCP)
	 √	Advanced configuration options
	 √	Supports SMTP, POP3
	 √	LDAP support
	 √	Auto White Listing
	 √	Black / White Listing
	 √	Individual Quarantine for each user
	 √	File Extensions Blocking
	 √	Control Message Size
	 √	Customize Spam Filter Databases
	 √	Block invalid Email Addresses Denial of Service 	
		  attack by only accepting mail for Valid users
	 √	Global and Individual control of the spam score 	
		  for individual users
	 √	Managed Anti-Spam/Virus Service with MX
 		  record mapping

Anti-Spam Grey Listing
	 √	Grey Listing technology blocks 75-85% of 		
		  spam before it enters the network
	 √	Customize timeout 
	 √	White List Users 

Blocks Image, PDF and Stock Spam	
	 √	Advanced image decoder to read, identify and 	
	 √	 Blocks all sorts of Image, PDF, Audio and Stock 	
		  Spam	
	 √	Blocks advanced spam with fuzzy text types 		
		  designed to trick spam filters

Anti-Virus	
	 √	Multiple Anti-Virus vendors supported: 		
		  BitDefender, Kaspersky, Norman 
		  and ClamAV
	 √	Multiple Anti-Virus engine scanning
	 √	Zero Day Anti-Virus protection
	 √	Bi-directional scanning of incoming and 		
		  outgoing traffic 
	 √	Scans SMTP, POP3, HTTP,  FTP
	 √	Scans ZIP/GZIP/BZIP2/RAR/more...

POP3 Support	
	√	Outlook Look and Feel Web Mail
		  Secure Web Mail for POP3 users login	

Anti-Phishing
	 √	Blocks phishing web sites
	 √	Blocks phishing attacks in emails
	 √	Blocks advanced phishing attacks

Blocks/Disarm Dangerous Content
	 √ 	 Blocks/Disarm dangerous content
	 √	The following tags: Form, IFrame, 
		  Object Codebase, Script Tags and Web Bugs.

Automatic Update
	 √	Automatic daily database updates
	 √	Automatic firmware updates with new 		
		  features and functionality
	 √	Centralized update point
	 √	Automatic alert when database is expired
	 √	Option to upload updates manually via the 		
		  interface

Scalable and Upgradeable
	 √	All units can be upgraded for network 
		  growth via a software license
	 √	Investment protection

Support and Maintenance
	 √	One year database subscription included
	 √	30 Days Silver support included
	 √	Option for Silver, Gold, Platinum support
	 √	Option for instant replacement hardware
	 √	Quick setup wizard
	 √	Configuration backup/restore
	 √	Email alert and logging via syslog
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Databases updated serveral times daily!
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