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Content Filter

Web Filter with 54+
Categories

Web Proxy
Anti-Spyware

Anti-P2P Including
BitTorrent Blocking

Anti-Instant Messaging
including MSN, Yahoo
Messenger

Anti-Games including
World of Warcraft,
Counter Strike and
many other networking
games

Anti-VolP including

official H:323 Protocols:

and Skype Control

Instant Messaging
Recording

Content Filter
The Protector combines multiple unique technologies to produce the ultimate Content Filter.
This includes Web Filtering, Anti Spyware, Anti P2P, Anti Instant Messaging, Anti Games, Anti
VolIP and IM Recording.

Web Filter with 54+ Categories

You can choose to block web categories such
as: Pornography, News, Blogs, Auction, Proxy
sites (To bypass web filters) and many other

categories.

Web Proxy

Using the built-in Web Proxy will optimize the
speed of all web-surfing within the company
since all websites will be cached.

Anti-Spyware

The Anti-Spyware Filter blocks sites that try to
install spyware on the user’s computer.

It also blocks workstations that are already
infected with spyware from sending out
sensitive information to spyware sites on the
Internet.

Anti-P2P

The Anti-P2P filter blocks all P2P protocols
including BitTorrent, Limewire and many oth-
ers. This saves huge amounts of traffic on the
network and makes sure no illegal content
such as copyrighted movies and music is
being shared.

Anti-Games

This filter blocks most network games such
as: World of Warcraft, Counter Strike and other
network games that consumes much time.

Anti-Instant Messaging

With Anti-Instant Messaging you can block
Messenger programs such as MSN, Yahoo,
Skype, and many others. This protects valu-
able files from being sent out of the network
bypassing the firewall to other third parties
on the Internet. It also saves valuable time
that can be spent on chatting with private
contacts.

Anti-VoIP

Controls the VolP traffic on your network.
You can control H.323 protocols and software
programs such as Skype. This can protect you
from unauthorised calls and the time these
consume.

Instant Messaging Recording

Monitors Instant Messaging traffic on the
network and controls if the messaging is
authorized policy chat. For example if mes-
saging is allowed for support or sales it is
possible to monitor whether the traffic is
being used for this specific topic and not for
others that may consume time or to send out
sensitive company information bypassing the
firewall.
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Content Filter

Databases updated serveral times daily!

Blocks Instant
" Record Instant
Messaging, MSN, Messaging traffic
Yahoo and more

Pornography Instant Messaging
Gambling/Casino P2P Traffic Instant Messaging Recording
Auction Sites Spyware VolP

Using millions of Blocks P2P such as Blocks Spyware
databases and Bittorrent, sites and
phrase detection for Limewire and spyware installa-
non database sites more tion programs

Web Filter
Blocks more than
54 categories
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Content-Filter

\/ Web content-filter

\ 54+ Web filter categories

\ large URL databases

\ Can block adverts by the use of an advert URL
block list.

\ Can filter text and HTML pages for obscene
(sexual, racial, violent, etc) content.

\ Uses an advanced phrase weighting system to
reduce over or under blocking.

\ Canfilter sites using the PICS labeling system.

\ (anfilter according to URLs including Regular
Expression URLs.

v Can Block Pre-emptive HTTPS requests

' URL keyword blocking

v Import your own URL lists

v Anti-Freemail providers

V' Anti-Games

Web Proxy
\ Advanced cacheing
V' Makes web surfing very fast

Anti-Spyware
\ Blocks spyware sites that try to infect your
system
V' Neutralizes spreading of spyware from
infected workstations

Internet: www.secpoint.com
E-mail: info@secpoint.com

Anti-P2P
V' Blocks Peer 2 Peer protocols for illegal
traffic content.
\ This includes advanced protocols such as
Kazaa, BitTorrent and Limewire

Anti-VoIP
\/ Blocks VoIP hardware and software such
as Skype, VolPBuster, FreeCall, and other
software VolP programs

Anti-Instant Messaging
\ Blocks all Instant Messaging protocols such
as MSN, Yahoo, Skype and others
V' Instant Messaging recording. Recording of
MSN Chat conversations in any language
\ Block file sending or receiving on MSN Chat

Instant Messaging Recording
V' Record messaging traffic
\ Record any lanquage

For more information on SecPoint, please visit www.secpoint.com

Automatic Update

\ Automatic daily database updates

v Automatic firmware updates with new
features and functionality

\ Centralized update point

v Automatic alert when database is expired

\/ Option to upload updates manually via the
interface

Scalable and Upgradeable

\ All units can be upgraded for network
growth via a software license
v Investment protection

Support and Maintenance

\/ One year database subscription included
\/ 30 Days Silver support included

\ Option for Silver, Gold, Platinum support
\/ Option for instant replacement hardware
v Quick setup wizard

v Configuration backup/restore

\/ Email alert and logging via sys!

Partner Information




